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_____________________________________________________________ 

Image-Based Malware Classification using Ensemble of 

CNN Architectures (IMCEC) 

 

Abstract 

Unfortunately, both researchers and malware authors 

have demonstrated that malware scanners are limited 

and can be easily evaded by simple obfuscation 

techniques. This paper proposes a novel ensemble 

Convolutional neural networks (CNNs) based 

architecture for effective detection of both packed and 

unpacked malware. We have named this method image-

based malware classification using ensemble of CNNs 

(IMCEC). Our main assumption is that based on their 

deeper architectures different CNNs provide different 

semantic representations of the image; therefore, a set 

of CNN architectures makes it possible to extract 

features with higher qualities than traditional methods. 

Experimental results show that IMCEC is particularly 

suitable for malware detection. It can achieve a high 

detection accuracy with low false alarm rates using 

malware raw-input. Result demonstrates more than 

99% accuracy for unpacked malware and over 98% 

accuracy for packed malware. IMCEC is flexible, 

practical and efficient as it takes only 1.18 second on 

average to identify new malware sample. 

 

Keyword: Malware; cybersecurity; Detection; Deep 

Learning; Transfer Learning; Fine-tuning; SVMs; 

Softmax; Ensemble of CNNs.  

 

I. Introduction 

Malware is an intentionally malicious software 

developed to cause harm to computer systems [1] [82]. 

Recently, a significant increase in the number of 

software used for illegal and malicious goals has been 

recorded [2],[86]. For example, Kaspersky Lab detected 

69,277,289 types of malware (scripts, executable files, 

etc.) in 2016 [3].  McAfee Labs have reported an increase 

of 22% in malware attacks in the four years prior to 2017 

up to 670 million [4]. The rising trend in malware 

attacks demands a highly effective approach to detect 

malwares. Most of the commercial antivirus 

applications typically use signature-based techniques, 

which require local signature databases for storing 

patterns that experts have detected in malicious 

software [5]. This tactic suffers from significant 

limitations since malware authors reuse the code to 

generate new malwares and apply code obfuscation 

techniques such as packing alter signatures. Because of 

this, high numbers of malware can remain undetected 

by detection methods based on signature. Other 

limitations of these techniques include reverse 

engineering and considerable domain expertise. In 

recent years, static and dynamic analysis has been tried 

for malware detection: static analysis focuses on 

statistical features (e.g., N-grams, API Calls, Opcode's 

Sequences, etc.) [6]–[8]; dynamic analysis uses virtual 

environment (e.g., Sandbox) to analyze the behavior of 

malicious applications [9], [10].  

Various deep and machine learning techniques are 

currently used to detect and classify malwares [11]–[14], 

[83]. Most of these techniques rely on feature 

engineering work or domain knowledge to build a 

feature database. Since new malware are is constantly 

created and updated with some specific changes, it 

becomes increasingly challenging to manually update 

feature databases against newly generated malware 

samples. To reduce feature engineering cost and 

domain expert knowledge, researchers have used 

visualisation approaches to solve malware family 

classification problems. For example, Conti et al. [15] 

have suggested a method for the visualization of 

malware binary into a grayscale image and argued that 
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visual analyses of malware binary help differentiate 

various regions of data in the image. Kancherla et al. 

[16] extracted low- 

level features like intensity-based and texture features 

from malware binary grayscale images and used support  

vector machine (SVM) as classifier. They obtained 95% 

accuracy on a dataset comprising 25,000 malware and 

12,000 benign samples.  

 The structure of deep learning (DL) methods for 

malware analysis and classification, however, is very 

shallow compared to benchmark CNNs for ImageNet 

containing high number of layers. Furthermore, 

training deep CNNs with a small labelled dataset is not 

easy and ImageNet CNN models are trained with ten 

million annotated images in ImageNet dataset. Some 

have tried to solve this problem via transfer learning 

techniques by using pre-trained ImageNet CNN models 

as feature extractors in small datasets in different 

domains [2], [17]–[22]. 

Based on this, an algorithm for malware 

classification called image-based malware classification 

using ensemble of CNNs (IMCEC) has been developed. 

It uses static features and combines binary visualization 

and an ensemble of CNNs, which have been previously 

trained using an extensive set of natural images (≥ 10 

million) to classify malware samples into their related 

families (Fig. 1). Ensemble learning is a machine 

learning technique in which higher predictive 

performance is attained by combining results obtained  

from several classification models, thus resulting in a 

stronger classifier.  

Unlike conventional machine learning techniques, 

which use training data to learn one hypothesis [23]–

[26], the method proposed here addresses these 

challenges employing CNNs on multiclass classification 

problems using pre-trained CNNs and fine-tuning them 

for malware images. The presence of several CNNs in 

our IMCEC makes it possible to extract rich features 

from visualized malware binaries at a distinctive level. 

We were able to detect subtle differences among 

malware families and successfully classify them as 

distinct. The proposed technique made it possible to 

obtain more specific generic features learned from 

natural images for different malware images. 

This paper describes a novel IMCEC method, which 

consists of transferring knowledge from different well-

 

Fig. 1 – Overview of IMCEC  
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known CNN architectures already trained with 

ImageNet data and adapting and fine-tuning them to 

malware images. The features obtained were utilized for 

training Various multiclass classifiers were trained 

using the transferred features and posterior 

probabilities were fused to increase the accuracy of the 

classification of families of unknown malware samples. 

Finally, based on the Malimg malware benchmark 

dataset (Table 1), tests for malware family classification 

were conducted on the IMCEC. The IMCEC 

classification accuracy reached 99.50%. In addition, 

IMCEC was able to easily block different obfuscation 

attacks with an acceptable accuracy of 98.11% for 

packed samples and 97.59% for salted samples. 

Section II reviews the current research on malware 

detection. Section III describes the materials used in the 

experiment and the methodology used to develop our 

IMCEC is outlined in Section IV. Section VI presents 

and discusses our experimental results, before drawing 

some conclusions and future work in Section VII. 

 

II. Current Methods of Malware Detection 

Here, we review the current methods of malware 

detection, including 1- static, 2- dynamic, and 3- 

visualization analyses based on deep learning and 

machine learning methods. 

 

Static Analysis 

In [27], author performed a static analysis and 

developed the first data mining technique for detecting 

malicious codes using three different static features of 

malware binaries: string sequences, byte sequences and 

portable executable (PE) heads. They later employed a 

rule-based method called Ripper [28] for DLL and naive 

Bayesian method as learning algorithm to obtain useful 

features of byte sequence. They achieved a level of 

classification accuracy up to 97.11% after feeding 

malicious codes as input data. The author [29], tested 

Opcodes with different n-grams sizes and classifiers. 

They claimed that the performance of 2-gram Opcode 

method was better than that of byte n-grams methods. 

The techniques proposed in [27], [29] were required 

domain expert knowledge and feature engineering 

tools, however they failed to achieve the satisfactory 

level of  accuracy.  

In  [30], developed a technique to distinguish benign 

ware and malware based on neural network technology. 

They extracted and used four types of features to 

calculate DLL import, entropy histogram from binary 

data and metadata of execution files. These features 

were transformed into 256 dimensions of vector. They 

found that TRP result was 95.2% while FPR was 0.1%, 

however, their approach was required a feature 

engineering tools. The developed technique does not 

give enough information about the verity of features of 

the malware and benign samples, as well as, their 

achieved accuracy was not enough.  

Using n-grams technique [31], extracted bytes from 

windows binaries and trained several classifiers based 

on one-vs-rest multi-class classification approach. They 

then combined the predictions of individual classifiers 

and obtained a true- and false-positive rates of 0.98 and 

0.05, respectively, however, their technique did not 

consider the overhead time.  

 

Dynamic Analysis 

Dynamic analyses generally include behavior-based 

analysis techniques and API call monitoring [32]. In 

[33], developed an automatic malware binary cluster 

method based on malware behavior. The author [34], 

recorded malware samples using two types of security 

tools such as Amun and Honey- then used two virtual 

platforms to execute the collected malwares and 

analyzed their behaviors. In [35], used hidden Markov 

model for malware classification relying on system calls 

as observed symbols. The author in [36], analyzed 

network flow activity to develop a malware 

identification system. They applied sequence alignment 

and flow feature clustering for the comparison of 

character sequences to extract their similarities.  
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The main limitations of dynamic analysis, especially the 

sandbox-based solutions, are that some malware can 

detect and change behavior when running in virtual 

environments. Therefore, dynamic analysis might not 

always uncover malicious behavior. 

Dynamic analysis is useful for malware binary 

transformation detection, while the use of the virtual 

environment is very time intensive. Hence, dynamic 

analysis does not full feel the need of most of the 

practice application. 

 

Visualization Analysis 

Some visualization also offers tools for the detection and 

classification of malwares. The author in [37], were able 

to detect and visualize virus by employing self-

organizing map. Using image processing technique, 

Nataraj et al. [38] visualized malware binaries into 

grayscale. Through a machine learning approach such 

as GIST they extracted features from malware grayscale 

images and used k-nearest neighbor (KNN) as a 

classifier. Accuracy reached 97.18% on a dataset 

containing 9,458 malware samples related to 25 

different malware families. In subsequent work [39], 

they compared  their approach based on image 

processing technique with dynamic analysis and 

achieved almost the same accuracy using dynamic 

malware analysis. They claimed that their modified 

technique could address both unpacked and packed 

malware samples. It assumed that a set of texture 

features could enough to present entire content of 

malware images. 

In [40], visualized malware and benign binaries into 

grayscale images. They trained a model with DL 

techniques and achieved 95.66% test accuracy for a 

dataset with 10,000 benign and 2,000 malware 

samples. The proposed system does not give enough 

information on the structure and characteristics of the 

malware, as well as, did not consider the overhead time.  

In [41], focused on detecting malware in IoT 

environments. They created one-channel grey-scale 

images from executable binaries then employed light-

weight DL techniques to classify them into their related 

families. They achieved classification accuracy of 94.0% 

for DDoS malware and goodware, and 81.8% for two 

leading malware families and goodware. However, their 

proposed network structure was very shallow, and the 

number of samples were limited from 2 malware family.  

In [42], found that deep learning techniques 

performed equally well as GIST descriptors for image-

based malware classification. However, one of the 

potential advantages of deep learning is that there is no 

need for extracting GIST features during training. The 

proposed technique was failed to achieved a certain 

level of accuracy, as well as, did not consider the 

overhead time. 

Recently, transfer learning has been applied to adapt 

CNNs for classifying malware [2], [43], [44], [84], [85]. 

Transfer learning consists of first training a CNN with a 

large dataset of well-labelled natural images to learn 

generic image features, which could be applied to all 

images. It is then employed to extract these generic 

features from smaller datasets [20] with successful 

results in several classification studies [17], [19], [22], 

[45]–[48]. However, features learned through transfer 

tend to be those of natural image datasets rather than 

the subtle characteristics of malware images.  

Fine-tuning is a modified transfer learning 

technique consisting of updating pretrained CNN 

weights by backpropagation. Fine-tuning is helpful for 

adapting pretrained CNNs to different datasets. When 

applied to medical imaging data, fine-tuning was as  

effective as training a CNN from scratch but it was more 

robust in relation to the size of the data [49]–[51]. Fine-

tuning has been applied to different classification tasks 

including image retrieval [52], gender and age 

classification, plants classification [19] text 

classification [53], object detection [54], re-

identification [55] and fine art classification [17]. 

Different from previous research work, this work has 

advanced further from a previous work that proposed an 

ensemble-based deep learning framework for malware 

detection. We proposed a novel and unified method for 

multi-class malware classification. Our method utilized 
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ensemble of fine-tuned CNNs previously trained with 

ImageNet dataset (≥10 million) and used various 

multiclass classifiers to classify the families of unknown 

malware samples. Our experimental results proved that 

IMCEC was highly efficient in the classification of 

malware families, even in small sample sizes, and was 

capable of blocking different obfuscation attacks. Our 

experimental considered both overall accuracy and run-

time overhead.  

 

III. Methodology 

A. Malware Datasets 

For this project, we used a malware dataset called 

Malimg [38], which contains 9,339 malware images 

belonging to 25 different malware families.  Malimg 

consists of images and the samples do not require pre-

processing before applying image-based analyses; 

however, binaries corresponding to Malimg images are 

not readily available. Family breakdown for Malimg 

dataset is shown in Table 1.  

 

Table 1: Malimg Malware Dataset 

No. Family Family Name No. of Samples 

1 Worm Allaple.L 1591 

2 Worm Allaple.A 2949 

3 Worm Yuner.A 800 

4 PWS* Lolyda.AA 1 213 

5 PWS* Lolyda.AA 2 184 

6 PWS* Lolyda.AA 3 123 

7 Trojan C2Lop.P 146 

8 Trojan C2Lop.gen!G 200 

9 Dialer Instantaccess 431 

10 Trojan Downloader Swizzor.gen!I 132 

11 Trojan Downloader Swizzor.gen!E 128 

12 Worm VB.AT 408 

13 Rogue Fakerean 381 

14 Trojan Alueron.gen!J 198 

15 Trojan Malex.gen!J 136 

16 PWS* Lolyda.AT 159 

17 Dialer Adialer.C 125 

18 Trojan Downloader Wintrim.BX 97 

19 Dialer Dialplatform.B 177 

20 Trojan Downloader Dontovo.A 162 

21 Trojan Downloader Obfuscator.AD 142 

22 Backdoor Agent.FYI 116 

23 Worm:AutoIT Autorun.K 106 

24 Backdoor Rbot!gen 158 

25 Trojan Skintrim.N 80 

* PWS stands for password stealing 

 

A packed malware dataset consisting of 96 executable 

binaries, typically found on Virus-share website, was 

also used. We used a well-known UPX packer to pack 

these executable malware binaries [56]. File size was 

shrunk by 50% after being packed. 

As CNNs require images as input, we were able to use 

directly the images from the Malimg dataset.  The only 

preprocessing involved separating images into training 

(70%) and validation (30%) sets. For packed malware, 

we had recent executable malware binaries, which were 

converted into images by adapting the script used by the 

authors of [39].  It took 0.005121 sec. per sample in 

average to convert them from executable malware 

binaries into malware images. 

 

B. Overview of the methods used 

Our IMCEC method is depicted in Fig. 1. We used CNN 

architectures previously trained (initialized) using 

natural images. Each CNN was then applied in one of 

the following two ways: 1) as classifiers for the 

generation of softmax probabilities based on fine-tuned, 

or 2) as image feature extractors with independent 

feature vectors concatenated and applied for training 

multiclass SVMs. Posterior probabilities from softmax 

classifiers and SVM ensembles were then combined to 

obtain the families of unknown malware samples.  
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We employed the following CNN models, each 

having various capabilities: 

1) Fig. 2 shows VGG16 network architecture [57]. This 

well-known CNN has a standard neural network 

architecture of connected layers and contains 16 

layers needing to be trained, 5 convolutional layer 

blocks and 3 fully-connected layers. The filter size 

used in the convolutional layers was 3 x 3 kernel with 

1 padding and 1 stride to guarantee the same spatial 

dimension for each activation map as the previous 

layer. To accelerate training, rectified linear unit 

(ReLU) nonlinearity was applied to each 

convolutional layer, and a max-pooling step was 

used at each block end for decreasing spatial 

dimensions. A 2 x 2 kernel filter with no padding and 

2 strides was used in max-pooling layers to 

guarantee that the spatial dimensions of activation 

map were halved compared to previous layer. Then, 

two fully-connected layers containing 4096 ReLU 

activated units were employed before the last 1000 

fully-connected softmax layer. 

2) Residual networks (ResNet) [58] are deep 

convolutional networks and the fundamental idea 

behind these networks is to skip convolutional layer 

blocks with shortcut connections. The basic blocks, 

called bottleneck blocks, obey two design rules: (i) 

for similar sizes of output feature maps, the same 

filter numbers were applied to layers, and (ii) if 

feature map sizes were halved, filter number was 

doubled. Down-sampling was directly conducted by 

convolutional layers with 2 strides and batch 

normalization was carried out immediately after 

each convolution and before the activation of ReLU. 

When output and input had similar dimensions, 

identity shortcut was applied. By the increase of 

dimensions, projection shortcut was applied for 

dimension matching via 1 × 1 convolutions. In both 

cases, when shortcuts passed through feature maps 

with two different sizes, they were performed with 2 

strides. Networks ended with 1,000 fully-connected 

layers with softmax activation. The total weighted 

layer number was 50, containing 23,534,592 

trainable parameters. The original ResNet- 50 

architecture is shown in Fig. 3.  

 

 

Fig. 2 – VGG16 Network Architecture 

 

 

 

Fig. 3 – ResNet50 Network Architecture 

 

We selected these models because they are well 

understood and have high performance in different 

scenarios of malware image classification [2], [59].  

In our ensemble, we have applied two different 

types of classifiers:   

 

1) Softmax is a generalized logistic function 

emphasizing the essential values of vectors while 

blocking those with values lower than maximum. 

Softmax function can be applied as a nonlinear 

version of multinomial logistic regression to a D-

dimensional feature vector giving a D probability 

values vector in which the dth element is the 

probability by which the vector may represent a dth 

class member [60]. Several CNN architectures 

employ Softmax function as classification layer [58], 

[61], [62]  
 

2) Multiclass SVMs [63]: Support vector machines 

(SVM) called support vector networks [64] are 

generally employed in machine learning and are of 

great importance in deep learning processes. SVM is 
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a machine learning classifier capable of classifying 

the data that have been previously obtained, which 

relies on assigning specific scores to each data [65]. 

Data classification is among the most critical aspects 

of deep learning. Generally, the resulting data are N-

dimensional vectors and for this reason, it is called 

vector machine. We trained one-vs-all SVMs with 

extracted knowledge from trained CNNs.  
 

We used TensorFlow [66], Scikit-learn [67] and Keras [

68] library to test our method in python3. The hardwar

e used in this work was 12-GB GPU (GeForce GTX 1080 

Ti) for training and Intel Core i7-4790 processor with 1

0 GB main memory for testing. 

 

C. Transfer Learning 

Transfer learning consists of transferring the 

parameters of a neural network trained with a single 

dataset and task to another problem with a different 

dataset and task [22], [69]. Many deep neural networks 

trained on natural images share an interesting 

phenomenon in common: on the first layers, they learn 

general features, that is, features that do not appear to 

be specific to a particular dataset or task, but are 

applicable to many datasets and tasks. When the target 

dataset is significantly smaller than the base dataset, 

transfer learning can be a powerful tool to enable the 
training of a large target network without overfitting. 

Next, we used VGG16 and ResNet-50 as base models, 

which were pre-trained for detecting objects on 

ImageNet dataset. We employed the convolutional 

layers of VGG16 and ResNet-50 to obtain malware 

image bottleneck features, which then served as input in 

training SVM classifiers.  

 

D. CNN Fine-Tuning 

CNN architectures previously trained on ImageNet [57], 

a dataset consisting of 1,000 classes,  were customized 

to our problem by using a fully-connected layer 

containing 25 classes (25 malware families) instead of a 

final fully connected layer (intended for 1,000 classes). 

Initial weights of pretrained CNNs of natural images 

were used then fine-tuned techniques was applied to 

optimize via back-propagation.  

 

Assuming that X is a training dataset with n malware 

images, fine-tuning is an iterative procedure optimizing 

w filter weights and reducing error rate, according to the 

following: 

 

 

Fig. 4 – Training and testing loss for both fine-tuned CNNs 

 

 

Fig. 5 – Training and testing accuracy for both fine-tuned CNNs 
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   (1) 

where f (xi, w) is CNN function predicting the class ci of 

xi by assuming w, ciˆ is the true class of the ith image, xi 

is the ith image of X, and l(ci , ciˆ) is a penalty function 

for the prediction of ci instead of ciˆ; l is a logistic loss 

function. 

Mini-batch stochastic gradient descent was used for 

obtaining optimal w, assuming that B ⊂ X is a subset of 

b images where B is a mini-batch of X with size b, the 

difference between iteration and epoch of the term is 

presented. Repetition is a training pass over all B 

elements. An epoch, on the other hand, is a training pass 

(weight update) employing all training samples in X. At 

each epoch, a random set of separate mini-batches was 

produced to cover all X elements. For each epoch, mini-

batches were iterated and, in each iteration, the weights 

of CNN were updated. Updated weights wt+1 were 

obtained based on loss L gradient when they were 

employed for mini-batch B with present weights wt  

 

  (2) 

where ∆wt = wt - wt-1 represent the weight updated in 

the previous iteration and η is learning rate which 

controls weight update sizes. Momentum coefficient α 

reduces weight fluctuation variations over successive 

iterations through the addition of a proportion of the 

earlier update to the present one. This accelerates the 

learning process while instantaneously levelling the 

update of weights. Weight decay λ reduces weights for 

obtaining the lowest optimum weights.  

All models needed memory for storing filter weights 

w and therefore, batch size b depended on the memory 

capacity of the training hardware. Batch size was set at 

b=32 and learning rate was η = 5 x 10-6, which is the 

uniform learning rate that makes it possible for fine-

tuning procedure to efficiently learn filter weights in 

different CNN models. We obtained this value 

experimentally through monitoring validation errors 

during fine-tuning via different learning rates. The 

learning rate was constantly modified until the 

optimum value was achieved. Generally, higher 

learning rates resulted in overfitting; however, lower 

rates limited error variations across epochs (i.e., slow 

learning). 

Weight fluctuations were controlled momentum 

term ηα∆wt in our work via adding a proportion of 

changes in previous iteration to current one [Eq. (2)]. 

Therefore, higher α values decreased fluctuations by 

forcing weight changes along similar direction to the 

previous iteration creating faster and smoother 

convergence to optimal weight. Lower α values were 

often employed in previous iterations when the learning 

process might not be globally optimal and serious 

variations could be more acceptable. We adopted α =0.9 

in all epochs since we employed CNNs previously 

trained on a large image dataset whose pretrained 

weights were suitable for a variety of image data.  

Weight decay term ηλwt regularized gradient 

descent via the prevention of the growing of weights to 

very high values. Prevention of overfitting was also very 

important. We applied λ =1 as default value. 

Figs. 4 and 5 show the training, testing accuracy and 

loss when fine-tuning the proposed CNN models across 

50 epochs. One can see that after 20 epochs, both 

accuracy and loss were stabilized in both networks. The 

similarity of testing and training curves suggests that 

the overfitting of training data was prevented in the 

proposed fine-tuned models. Training statistics of all 

models are summarized in Table 2, the number of 

weights requiring fine-tuning over 50 epochs.  

 
Table 2: Fine-tuning statistics 

 

Architecture Parameters 

VGG16 134,362,969 

ResNet-50 23,585,817 

 

E. IMCEC Design 

Our proposed IMCEC design contains the following 

classifiers. 

 

1) Fine-tuned VGG16 employing a Softmax classifier.  
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2) Fine-tuned ResNet50 employing a Softmax 

classifier.  

3) A one-vs-all multiclass SVM, which was trained 

based on the features obtained from pre-trained 

VGG16 network. We extracted 4,096 features from 

the fully connected (FC2) layer of the pre-trained 

network. We then applied principal component 

analysis (PCA) [70] technique to decrease the 

dimensionality of the obtained features for efficient 

classifier training. Our feature vectors were the 

components explaining 90% of data variation 

(dimensionality from 4,096 to 410).   

4) A one-vs-all multiclass SVM which was trained 

based on the features obtained from the pre-trained 

ResNet50 network. We extracted 2,048 features 

from the last flatten (avg_pool) layer of the pre-

trained network. We then applied PCA technique to 

decrease the dimensionality of the obtained features 

for efficient classifier training. We used PCA so that 

the proposed feature vectors comprised principal 

components explaining 90% of data variation 

(dimensionality from 2,048 to 205).  

5) A one-vs-all multiclass SVM which was trained 

based on the features obtained from both pre-

trained VGG16 and ResNet-50 networks. We 

extracted features of all CNNs and concatenated 

them into a 6,144-dimensional vector. We then 

applied PCA to reduce the feature vectors for 

efficient classifier training. Our feature vectors were 

the principal components explaining 90% of data 

variation (dimensionality from 6,144 to 615).  

The multiclass SVMs employed in the proposed IMCEC 

were trained based on PCA-reduced features extracted 

from pre-trained CNNs based on training dataset. 

During classification, we obtained posterior 

probabilities 𝑃𝑃𝑖𝑖,𝑘𝑘  (𝑓𝑓) where the 𝑖𝑖𝑡𝑡ℎ test image presented 

a certain family 𝑓𝑓 based on the 𝑘𝑘𝑡𝑡ℎ classifier. We 

obtained image family 𝑓𝑓∗ by integrating posterior 

probabilities as” 

𝑓𝑓∗ = 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎
� 𝑃𝑃𝑖𝑖,𝑘𝑘  

𝑐𝑐
𝑘𝑘 (𝑓𝑓)

𝐶𝐶
   (3) 

Where 𝐶𝐶 = 5  is IMCEC classifier number.  

 

IV. Experimental Results and Discussion 

A.   Experimental Setup 

Our experiment compared the performance of our 

IMCEC method with several well-established CNN 

architectures: 

 

1) Transfer learned from pretrained CNNs with 

multiclass SVMs as a classifier. 

2) Fine-tuned pretrained CNNs with Softmax as a 

classifier. 

3) Fine-tuned pretrained CNNs with multiclass SVMs 

as a classifier. 
 

For all these baselines, we have used VGG16 and 

ResNet-50 architectures. We used accuracy, f1-score, 

recall, precision, false positive and receiver operating 

characteristics curve (ROC) for performance evaluation. 

These evaluation metrics have been extensively used in 

research community to provide detailed assessments of 

methods [11], [30], [71]. 

 

• True Positive (TP): The true category is positive, 

predicted category is positive. 

• True Negative (TN): The true category is 

negative, predicted category is negative. 

• False Positive (FP): The true category is 

negative, predicted category is positive. 

• False Negative (FN): The true category is 

positive, predicted category is negative. 
 

The proposed system was evaluated using the 

following criteria, based on the above factors: 
 

Accuracy is defined as the ratio of correctly 

predicted outcomes to the sum of all predictions, and is 

defined as follows:   

Accuracy = 𝑇𝑇𝑃𝑃+𝑇𝑇𝑇𝑇
𝑇𝑇𝑃𝑃+𝑇𝑇𝑇𝑇+𝐹𝐹𝑃𝑃+𝐹𝐹𝑇𝑇

  (4) 

Precision determines the proportion of positive 

predictions that are actually correct; it is calculated by 
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dividing the number of true positives by all positive 

predictions:   

Precision = 𝑇𝑇𝑃𝑃
𝑇𝑇𝑃𝑃+𝐹𝐹𝑃𝑃

  (5) 

Recall is the model’s ability to correctly detect all the 

potential malware; it is calculated by dividing the true 

positives by the sum of actual positives as: 

Recall = 𝑇𝑇𝑃𝑃
𝑇𝑇𝑃𝑃+𝐹𝐹𝑇𝑇

  (6) 

F1-score is the weighted average of recall and 

precision. Balanced F-score (F1 score) or F-measure is 

the harmonic mean of recall and precision, stated as Eq. 

(7). 

F1 = 2 X 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃 ∗ 𝑅𝑅𝑃𝑃𝑃𝑃𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑃𝑃𝑖𝑖𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑃𝑃𝑃𝑃𝑅𝑅𝑅𝑅𝑅𝑅

   (7) 

 

Receiver operating characteristic (ROC) 

curves show the performance of a classification model 

at all classification thresholds. These curves plot two 

parameters: true positive rate (TPR) similar to recall 

and false positive rate (FPR), which can be expressed as 

Eq. (8). 

 

TPR = 𝑇𝑇𝑃𝑃
𝑇𝑇𝑃𝑃+𝐹𝐹𝑇𝑇

  and  FPR = 𝐹𝐹𝑃𝑃
𝐹𝐹𝑃𝑃+𝑇𝑇𝑇𝑇

       (8) 

 

We analyzed the capability of IMCEC with others 

baseline methods in classifying individual families. We 

obtained accuracy, precision, recall, F1-Metrics, false 

positive and ROC curve for every malware family in the 

dataset. 

We also compared the performance of the proposed 

IMCEC method with the existing machine and deep 

learning approaches mostly using "Malimg" benchmark 

dataset. It must be kept in mind that a variety of existing 

approaches used different data balancing techniques to 

boost the performance of the networks [72], [73], while 

we used the imbalanced of malware family’s malware 

dataset.  

Table 3: Classification Accuracy (%) 

 

 

Architecture 

VGG16 ResNet-50 

TL+SVM 98.62 98.70 

FT+Softmax 98.40 98.26 

FT+SVM 98.76 97.23 

Our IMCEC 99.50 

FT = Fine-Tuned; TL = Transfer-Learned  

 

 

B. Results 

Under the experimental conditions described above, our 

IMCEC recorded 99.5% accuracy in classification. Table 

3 summarizes the classification accuracies of the 

proposed IMCEC method and baseline CNNs. It clearly 

shows that the developed method outperformed all 

other methods in terms of classification accuracy. The 

accuracy of the proposed method was 0.74 percentage 

point higher than that of the baseline method (fine-

tuned VGG16 with SVM classifier).  

Figs. 6 –10 show the accuracy, precision, recall rate, 

F1 score and false positive rate of seven methods. The 

ROC curve and probability matrix of each method are 

presented in Fig. 11. Experimental results showed that 

our proposed IMCEC had higher accuracy (99.50%) 

than VGG16-TL+SVM (98.65%), VGG16-FT+Softmax 

(98.35%), VGG16-FT+SVM (98.85%), ResNet50-

TL+SVM (98.60%), ResNet50-FT+Softmax (98.20%) 

and ResNet50-FT+SVM (97.19%). Besides, IMCEC gave 

fewer false positive than all other methods. Since 

Swizzor.gen! I and Swizzor.gen! E families are quite 

similar, the majority of methods are not able to 

distinguish them accurately; IMCEC algorithm, 

however, retained its high performance. As shown in 

Fig. 12, the same conclusion can be drawn regarding the 

ROC curve: IMCEC curve is closer to the upper left 

corner of the coordinates. Even with Swizzor.gen!E and 

Swizzor.gen!I families, the curve peak from IMCEC 

remained very close to 1, suggesting IMCEC performs 

well even in uneven data distributions. 

Table 4 compares our IMCEC with existing malware 

classification methods based on machine learning and 
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deep learning techniques. Some of the methods 

(indicated with an asterisk (*)) used Malimg dataset; 

other (indicated with double asterisk (**)) used 

different techniques to expand and balance the 

imbalance of families in Malimg dataset during network 

training. Our method did not use any data balancing 

technique and achieved a higher classification accuracy 

rate than all other methods that used expanded and 

unexpanded datasets. 

 

 

Table 5: Average image generation and prediction 

time (s) per sample. 

 

 
Image 

Generation 

Architecture 

VGG16 

Prediction 

ResNet-50 

Prediction 

TL+SVM 
0.005121 

0.2017 0.1828 

FT+Softmax 0.2038 0.1874 

FT+SVM 0.2020 0.1830 

Our IMCEC 1.18 

FT = Fine-Tuned; TL = Transfer-Learned  

 

Table 5 presents the average image generation time by 

adopting the script used in [39] and predicting a 

malware image. Prediction time varied depending on 

the network. The classification of a new malware sample 

consists of two stages: generating a malware image and 

predicting it by CNN trained network. Experimental 

findings revealed that the average time required for the 

identification of a malware sample by IMCEC was 1.18s. 

Fig. 12 shows the detection accuracy of IMCEC in 

the classification of individual families using heatmap of 

confusion matrix. Due to the imbalance of malware 

families in test dataset, a confusion matrix was 

generated by scaling classification counts to a 

percentage. 

C. Robustness Experiments  

We also tested different obfuscation attacks, that is, 

attacks with the aim of degrading the effectiveness of 

IMCEC-based score. First, we conducted experiments 

on packed malware samples using our packed malware 

dataset consisting of 96 packed malware samples, as 

described in Section III-A. We obtained an overall 

classification accuracy of 98.11%, which represented an 

insignificant decrease compared with the original 

(unpacked malware) accuracy of 99.24% (Table 6). 

We then salted all the malware families in the 

Malimg dataset with benign samples like the ones 

typically found on recent Windows PCs. The same 

method has been previously applied to block several 

machine learning- and statistical-based scores [42], 

[76]–[78]. In this test, the overall classification accuracy 

decreased slightly to 97.59% compared with the original 

accuracy of 99.50% (Table 7).  

Overall, this experiment indicated that IMCEC-

based scoring was reasonably robust against these 

specific obfuscation attacks. 

Table 6: Classification accuracy of packed and unpacked 

malware samples (%) 

Table 4: A Comparative Summary 
 

Method 
Precision 

(%) 

Recall  

(%) 

Accuracy 

(%) 

GIST + SVM* [2] - - 
89.43 

Byte 1-gram* [2] - - 
83.68 

VGG16 + Softmax* [2] - - 90.77 

VGG16 + SVM* [2] - - 92.29 

ResNet+ Softmax* [74] - - 98.62 

Google + Softmax [75] - - 98.0 

BAT** [73] 94.60 94.50 94.50 

GLCM + SVM** [73] 93.40 93.0 
93.2 

GIST + KNN** [73] 92.70 92.30 
92.50 

Deep Learning* [43] - - 94.80 

Light-weight DL [41] - - 94.00 

DL vs Gist Descriptor* [42] - - 95.66 

NSGA-II** [72] - 88.40 97.60 

Our IMCEC 99.50 99.46 99.50 

* denotes methods that used Malimg dataset 

** denotes methods that used Malimg dataset with different data augmentation techniques. 
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Architecture 

VGG16 

(Unpacked) 

ResNet-50 

(Unpacked) 

VGG16 

(Packed) 

ResNet-50 

(Packed) 

TL+SVM 98.10 97.20 97.59 97.29 

FT+Softmax 98.36 95.23 96.55 88 

FT+SVM 98.11 98.11 97.29 97.29 

Our IMCEC 99.24 98.11 

FT = Fine-Tuned; TL = Transfer-Learned  

 

 

Table 7: Classification accuracy for salted and unsalted Malimg 

malware dataset (%) 

 

 

Architecture 

VGG16 

(Unsalted) 

ResNet-50 

(Unsalted) 

VGG16 

(Salted) 

ResNet-50 

(Salted) 

TL+SVM 98.62 98.70 95.76 95.79 

FT+Softmax 98.40 98.26 95.39 95.94 

FT+SVM 98.90 97.23 95.96 95.10 

Our IMCEC 99.50 97.59 

FT = Fine-Tuned; TL = Transfer-Learned  

 

D. Discussion 

Our results showed that the IMCEC method we have 

developed remains superior to all other current 

baselines. This is due to two features of our method: 1) 

the application of a variety of deep network structures 

with various abilities in simplifying and modifying 

distinctive data, and 2) our ensemble of fine-tuning 

scheme for learning the precise features our our dataset.  

Despite the disparity between malware images and 

natural images, the structures obtained through 

transfer learning resulted in generic features, which 

could then be applied to all images. This resulted in 

good classification accuracy because the acquired 

knowledge was adaptable to malware image 

recognition. ResNet-50, which was already more 

accurate than VGG16 in ImageNet classification 

challenge [79], had relatively higher accuracy when 

transferring the knowledge to malware images. This 

positive outcome supports the use of deeper networks, 

like ResNet-50. In contrast, networks with lower 

deepness, like VGG16, learn features with less semantic 

significance when transferred to other domains. 

Because transfer learned ResNet-50 features are 

semantically more enhanced for natural images 

compared with VGG16 network, they are more 

adaptable and generalizable when transferred to 

malware image classification problem. The transfer 

learning conclusions exhibited the strengths and 

characteristics of a variety of network structures.  

After fine-tuning the CNN with Softmax 

classification, the standard for most natural image 

classifications gave significant results. The accuracy of 

ResNet-50 dropped by 0.44 percentage point compared 

to that of transfer learned ResNet-50 and the 

classification accuracy of VGG16 dropped by 0.22 

percentage point compared to transfer learned VGG16. 

This happened because Softmax classifier did not 

perform a one-vs-all comparison in the classification of 

images and malware families with no sharp differences 

(i.e., Swizzor.gen! E and Swizzor.gen! I) could be 

misclassified. One-vs-all multiclass SVMs can 

distinguish between malware family with subtle 

differences. 

The confusion matrix (Fig. 11) reveals that IMCED is 

capable of classifying many malware families correctly. 

It also indicates that misclassification generally 

occurred within families (e.g., Swizzor.gen! I and 

Swizzor.gen! E families).  

Our method is able to distinguish subtle variations 

among malware families because it combines the 

generalizability of both VGG16 and ResNet-50 

networks. This is why the classification accuracy 

achieved by IMCEC remained higher than the other 

baseline methods (Table 3). IMCEC combines the 

advantages of individual techniques; therefore, it was 

able to classify images, which were misclassified by 

more specific methods. 

Our IMCEC method also performed better than 

other existing methods because it uses handcrafted 

features [80] as well as those of VGG16 and ResNet-50 

[2], [62], [74], [75] (Table 4). In particular, the CNNs in 

our IMCEC were fine-tuned only for 50 epochs and 
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produced higher accuracy than methods that used 

separate CNNs refined for (100-2,000) epochs. Our 

ensemble of CNN architectures was capable of creating 

an accurate classifier, which was not fine-tuned for a 

large number of epochs.  

Additionally, we performed extensive experiments to 

test our IMCEC against different obfuscation attacks. 

We found that IMCEC was able to handle all obfuscation 

attacks and still perform better than other methods 

(Tables 6 and 7). 

CNN fine-tuning strengthens the capacity of IMCEC 

to learn the essential features that are particularly 

relevant to the dataset being classified. This capability 

to learn the most significant dynamic features from the 

image suggests that the IMCEC method can adapt itself 

to different malware datasets.  

Our study could be extended by the addition or 

integration of deeper CNN architectures with new 

capabilities. For example, Inception-ResNet-V2 [81] 

merged with GoogLeNet and ResNet has achieved high 

accuracy on ImageNet classification. We believe that 

this deeper network may improve the performance of 

our ensemble. This is left for future work because more 

in-depth network training requires more computational 

cost and significantly longer time, which is currently out 

of our reach. 

 

V. Conclusion and future work 
 

Modern antimalware solutions rely on ML techniques to 

protect digital assets from malware. While ML-based 

methods, have demonstrated a good job at detecting 

new malware, but they also come with substantial 

development costs. Creating large set of useful features 

for the ML techniques takes significant amounts of time 

and expertise from both of malware analysts and data 

scientists. Deep learning architectures, in particular 

convolutional neural networks (CNNs), have 

demonstrated a great job in detecting malware simply 

by looking at the raw bytes such as Windows Portable 

Executable (PE) files. 

We developed and tested a novel image-based 

Malware classification using an ensemble of CNN 

architectures (IMCEC) with optimized features capable 

of learning rich features. Our IMCEC classified the 

majority of malware samples correctly even under 

obfuscation attacks and overall performed better than 

existing methods employing similar benchmark. Our 

experiments have demonstrated great levels of accuracy 

that are competitive with traditional ML-based 

solutions, while avoid the manual feature engineering 

phase. Our IMCEC is flexible, practical and efficient as 

it takes only 1.18 second on average to identify new 

malware sample.  

In the future, we plan to evaluate IMCEC 

against larger datasets and implementing a prototype of 

the proposed approach in a real-world environment for 

evaluation and refinement, future research also would 

focus on time reduction. 
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Fig. 6 – F1 Score of different malware classification methods 

including VGG16-TL-SVM, VGG16-FT-Softmax, VGG16-FT-

SVM, ResNet50-TL-SVM, ResNet50-FT-Softmax, ResNet50-

FT-SVM, IMCEC in 25 malware families. 

Fig. 7 – Accuracy of different malware classification methods 

including VGG16-TL-SVM, VGG16-FT-Softmax, VGG16-FT-SVM, 

ResNet50-TL-SVM, ResNet50-FT-Softmax, ResNet50-FT-SVM, 

IMCEC in 25 malware families. 

 

 

 
 

Fig. 8 – Precision of different malware classification methods 

including VGG16-TL-SVM, VGG16-FT-Softmax, VGG16-FT-

SVM, ResNet50-TL-SVM, ResNet50-FT-Softmax, ResNet50-

FT-SVM, IMCEC in 25 malware families. 

 

Fig. 9 – Recall rate of different malware classification methods 

including VGG16-TL-SVM, VGG16-FT-Softmax, VGG16-FT-SVM, 

ResNet50-TL-SVM, ResNet50-FT-Softmax, ResNet50-FT-SVM, 

IMCEC in 25 malware families. 

 

 

 

 Fig. 10 – False positive rate of different malware classification 

methods including VGG16-TL-SVM, VGG16-FT-Softmax, 

VGG16-FT-SVM, ResNet50-TL-SVM, ResNet50-FT-Softmax, 

ResNet50-FT-SVM, IMCEC in 25 malware families. 

Fig. 12 – A confusion matrix for IMCEC. The matrix entries have been 

scaled to a percentage to account for the uneven distribution of the 

malware families. 
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Fig. 11 – ROC curves of different malware families with different algorithms including VGG16-TL+SVM, VGG16-FT+Softmax, VGG16-FT+SVM, ResNet50-TL+SVM, ResNet50-Ft+Softmax, ResNet-

FT+SVM, (VGG16+ResNet50)-TL+SVM, IMCEC in 25 malware families. 
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