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Knowledge-Driven Cybersecurity intelligence: Software Vulnerability
Co-exploitation Behaviour Discovery

Jiao Yin, Student Member, IEEE, MingJian Tang, Jinli Cao, Member, IEEE, Mingshan You,
Hua Wang, Senior Member, IEEE, Mamoun Alazab, Senior Member, IEEE .

Co-exploitation behaviour, referring to multiple software vul-
nerabilities being exploited jointly by one or more exploits,
brings enormous challenges to the prevention and remediation
of cyber-attacks. Leveraging the latest advances in graph-driven
intelligence, this paper formulates vulnerability co-exploitation
behaviour discovery as a link prediction problem between vulner-
ability entities within a vulnerability knowledge graph. We pro-
pose a Modality-Aware Graph Convolutional Network (MAGCN)
module to embed multi-modality entity attributes and topological
graph connectivity features into a unified lower-dimensional
feature space to boost link prediction performance. We further
design a Graph Knowledge Transfer Learning (GKTL) strategy
to transfer knowledge between subgraphs extracted from the
same knowledge graph. Experimental results on a real-world
dataset containing co-exploitation incidents between 1995 and
2021 show that MAGCN achieved 81.34% on the F1 score when
applying the GKTL strategy, superior to other graph neural
network modules, such as GCN, GraphSAGE, EdgeGCN and
GINGCN.

Index Terms—Co-exploitation discovery, graph embedding,
knowledge graph, link prediction, transfer learning.

I. INTRODUCTION

A. Motivations

SOFTWARE vulnerabilities, also known as bugs or weak-
nesses in software, pose a significant threat to modern

information systems’ data security and privacy protection. To
make matters worse, the explosive growth in the number of
software vulnerabilities leaves vendors overwhelmed, and it is
difficult for vendors to provide patches and remedies on time.
Vulnerability evaluation and assessment is the fundamental
and systematic review process to identify the severity levels
of existing vulnerabilities in cybersecurity [1]. It is essential
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for information systems to evaluate the risk level of existing
vulnerabilities and thus to prioritize remediation or mitigation
actions accordingly [2]–[4]. However, previous studies and
tools on vulnerability assessment are often designed to assess
individual vulnerability separately based on its text description
information, affected products, Common Vulnerability Scoring
System (CVSS) metric scores, and other available attributes
[5], [6]. For example, CVSS provides a score to indicate the
overall risks of a single vulnerability; [7], [8] focused on
predicting the exploitability of a single vulnerability; and [9],
[10] tried to predict the exploited time of a single vulner-
ability. Consequently, these studies fail to analyse the inner
relationships between different vulnerabilities. Consequently,
these studies fail to analyse the inner relationships between
different vulnerabilities.

In-depth analysis of security incidents shows that more and
more exploits, also known as malware or malicious software,
tend to attack multiple vulnerabilities jointly. With the explo-
sive growth trend in the number of software vulnerabilities,
co-exploitation behaviours will also increase dramatically in
future. An example of co-exploitation is shown on the official
web page [11] of Dell Technologies. Multiple vulnerabilities
are found in Dell OpenManage Network Manager (OMNM),
identified as CVE-2018-15767 [12] and CVE-2018-15768
[13]. The first vulnerability can make malicious users get root
privileges to run arbitrary commands on OMNM. If the first
vulnerability is exploited, attackers can leverage the escalated
privileges to read/write files stored on the server filesystem
through the second vulnerability. A proof-of-concept exploit,
identified as EDB-ID: 48582, can co-exploit these two vulner-
abilities and is available in the Exploit DataBase (ExploitDB)
[14]. Co-exploitation behaviour brings enormous challenges
to the prevention and remediation of cyber-attacks. It takes
Dell Technologies over 8.5 months to release a new version
of OMNM to patch these two vulnerabilities from February
16, 2018, until November 2, 2018.

We illustrate this example in a knowledge graph, as shown
in Fig. 1. There are three types of entities with labels, i.e.,
‘Exploit’ in orange, ‘Vulnerability’ in navy and ‘Product’
in blue accordingly. The ‘Exploit’ entity identified by EDB-
ID: 45852 [14] is the proof-of-concept exploit to co-exploit
the two vulnerabilities found in Dell OMNM, namely, CVE-
2018-15767 [12] and CVE-2018-15768 [13], respectively.
Therefore, ‘EXPLOITS’ relationships exist between them.
Furthermore, both vulnerabilities have an ‘AFFECTS’ rela-
tionship with the ‘Product’ entity, which has a ‘Name: Dell
OpenManage Network Manager’ property. To conclude, Fig. 1
demonstrates that the exploit EDB-ID: 45852 can attack Dell
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Fig. 1. An example of real world co-exploitation behaviour.

OMNM by co-exploiting CVE-2018-15767 and CVE-2018-
15768.

Co-exploitation behaviour can reveal intricate interrelation-
ships between different vulnerabilities. Taking co-exploitation
behaviours into account can provide a broader and deeper
perspective for vulnerability assessment than considering a sin-
gle vulnerability itself. Furthermore, co-exploitation behaviour
discovery can help the vendors remedy multiple interrelated
vulnerabilities in one update or solution. It can not only save
money and time for vendors but also improve user experience
by less bothering them with vulnerability alerts and remedy
releases. However, traditional deep learning algorithms are not
good at analysing the relationships between different entities
because of the inherent deficiency of their implementation
process. Although a few works tried to apply knowledge
graph into vulnerability analysis, evaluation or detection [15],
[16], to the best of our knowledge, no related works have
been trying to predict the possible co-exploitation behaviours
between different vulnerabilities. To fill this gap, this paper is
trying to explore a feasible way to predict if two vulnerabilities
will be co-exploited in the future, leveraging the knowledge
graph’s power.

B. Challenges

Knowledge graph (KG), as a new data structure containing
not only the topological connectivity information between
nodes but also the non-topological attributes and features
of nodes, has emerged as the primary tool for knowledge
representation and reasoning across the areas of semantic
webs, finance industry, social networks, e-commerce recom-
mendations, protein interaction analysis et al.. Among KG-
empowered applications, link prediction has been attracting
increased attention in academia and industry.

The co-exploitation behaviour discovery problem can be
formulated as a link prediction problem between different
‘Vulnerability’ entities within a cybersecurity domain-specific
KG. Specifically, we can construct a co-exploitation graph
by adding virtual ‘CO-EXPLOITATION’ edges between two
‘Vulnerability’ entities exploited by the same ‘Exploit’ entity.
For example, Fig. 1 could be refactored as Fig. 2 in this way.
The corresponding ‘Exploit’ entity EDB-ID: 45822 is saved as
a property of the added ‘CO-EXPLOITATION’ relationship.
As a result, the problem of predicting if co-exploitation
behaviour exists between two vulnerabilities is transformed

Fig. 2. Transformed co-exploitation graph.

into predicting if a ‘CO-EXPLOITATION’ relationship exists
between two ‘Vulnerability’ entities in a graph.

As a link prediction task, based on the cybersecurity domain
knowledge, the main challenges for co-exploitation behaviour
discovery are identified as below.

(i) Multi-modality problem. A huge volume of multimodal
information, including videos, photos, speeches, reports, code
snippets and texts, can be involved in vulnerability co-
exploitation behaviour prediction. Diverse information comes
from credible vendors, cybersecurity experts, technical posts,
and social media. How to properly fuse, aggregate and embed
multi-modality information is a key problem to be solved.

(ii) Graph sparsity problem. As a subgraph extracted from
a cybersecurity knowledge graph, the co-exploitation graph
is a very sparse one. According to [10], only about 17.60%
of vulnerabilities published between 1999 and 2020 have
corresponding exploits. Based on our further investigation, the
ratio of vulnerabilities involving co-exploitation behaviour is
less than 5% among all vulnerabilities. Therefore, how to boost
the link prediction performance is another challenge when
considering the sparsity of the co-exploitation graph.

(iii) Time difference problem. Because of the diversity of
data sources and the possible conflicting interests between
different parties, disclosure time difference often exists be-
tween different information sources on the same vulnerability.
For example, for a vulnerability, usually, the verified vendor
description is available earlier than the CVSS scores and its
exploitation information. The time difference problem should
also be considered when designing the link prediction algo-
rithms within a cybersecurity knowledge graph.

C. Contributions

As the first exploration of co-exploitation behaviour discov-
ery in cybersecurity, the main contributions of this paper are
threefold.

(i) We propose a Modality-Aware Graph Convolutional
Networks (MAGCN) for graph knowledge embedding and
representation in multi-modality scenarios. Instead of concen-
trating on multi-modality features before inputting a Graph
Neural Networks (GNN) model, MAGCN treats each modality
separately with flexible message passing, aggregation and up-
date functions within a traditional GNN forward propagation
process. Therefore, the intermediate embedding results of each
modality are detachable and available for use, which increases
the transparency and explainability of the contribution of
each modality. MAGCN can work as a general GNN module
combined with other GNN modules to form more complex
deep learning models.
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(ii) We design a Graph Knowledge Transfer Learning
(GKTL) strategy to tackle sparsity and time difference prob-
lems. Firstly, we extract a target graph and a source graph from
a knowledge graph following some restrictions to ensure that
the source graph is much denser than the target graph and
no time difference exists in the extracted sub-graphs. Then,
train and learn graph knowledge from the source graph with a
self-supervised link prediction task. Finally, transfer the learnt
graph knowledge to the target graph and finalize the target
link prediction task. GKTL provides a general solution for
link prediction tasks’ sparsity and time difference problems.

(iii) We achieve state-of-the-art performance on software
vulnerability co-exploitation behaviour discovery, leveraging
the proposed MAGCN and GKTL algorithms on a vulnerabil-
ity knowledge graph constructed from real-world vulnerabil-
ity databases. Experimental results show that when applying
MAGCN to embed multimodal attributes of vulnerabilities,
the best F1 score reaches 81.34% on the co-exploitation
link prediction task, better than applying GCN, GrahoSAGE,
EdgeGCN or GINGCN as the graph embedding module.
Furthermore, results also verified that GKTL is effective in
improving the performance of all the afore-mentioned GNN
modules on co-exploitation behaviour discovery.

The rest of this paper is organized as follows. Section II
introduces related works. Section III specifies the proposed
MAGCN and GKTL algorithms. Section IV presents experi-
mental data and results of co-exploitation behaviour discovery.
Conclusion and future works are discussed in the last section.

II. RELATED WORKS

Graph embedding and representation is the foundation of
most graph-based applications. Traditional node topological
feature embedding methods in graph theory include Page
Rank [17], Article Rank [18], Betweenness Centrality [19],
Harmonic Centrality [20] and so forth. These algorithms are
widely used to measure the importance of nodes based on
graph connectivity. Inspired by recent deep learning advances,
such as the skip-gram and word2vec models, many research
works also embed the nodes connectivity information with
deep learning techniques. Among them, Deepwalk [21] and
node2vec [22] are two well-known pioneer graph embedding
methods. Other works embed the graph connectivities from a
matrix factorization perspective, such as SocDim, NEU, HOPE
and GraRep [23].

However, the aforementioned methods are all focused on the
structural features and ignore the nodes attributes. To leverage
the features from both non-topological and topological aspects,
a series of algorithms based on GNN have been proposed.
These algorithms learn a function to generate a node’s embed-
ding by aggregating the non-topological features from itself,
its neighbour nodes and their relationships. The learnt GNN
can be generalized to unseen nodes or graphs. Below, we
present some representative GNN examples, namely, Graph
Convolutional Networks (GCN) [24], GraphSAGE [25] and
Graph Attention Networks (GAT) [26].

Let a graph G be represented by a triplet (V , A, X), where
V is the vertex set, A is the adjacency matrix indicating

edges between nodes and X ∈ Rn×|V| is the feature matrix
corresponding to V , n is the node’s attribute dimension and |V|
is the total number of nodes in V . X could be extracted from
multi-modality sources. For example, node feature sources in
social networks may include users’ profiles, images, and posts.

Generalizing the idea of convolutional networks beyond
simple pixel lattices, GCN transforms and combines the infor-
mation from neighbours of a node to compute its embedding.
The primary forward propagation process is formulated as (1).

h(l)v = σ

 ∑
u∈N (v)

1

cuv
h(l−1)
u W (l) + b(l)

 , (l ≥ 1), (1)

where h(l)v is the embedding of node v; l is the current depth
of the GCN layer; N (v) denotes the set of neighbour nodes of
node v; cuv =

√
|N (u)|

√
|N (v)| is a normalization constant

based on graph structure working as the weight of massage
from node u ∈ N (v) to v; | · | denotes the number of distinct
nodes in the specified set; σ is the activation function; W (l),
b(l) are the node-wise learnable parameters, shared by all
nodes in V . The initialization embedding of node v at layer
l = 0 is its original node features, i.e., h(0)v = xv .

To provide more flexible aggregation strategies when deal-
ing with messages from N (v) and take the embedding of
node v itself into consideration, the authors [25] proposed a
GraphSAGE GNN module, as shown in (2) and (3).

h
(l)
N (v) = AGG

(
{hl−1

u ,∀u ∈ N (v)}
)
, (2)

where h
(l)
N (v) is the aggregation of messages from N (v) at

layer l, ‘AGG’ denotes the aggregation operator, which can be
flexibly designed as ‘mean’, ‘average’, ‘max’, ‘min’ or more
complicated functions, such as MLP and LSTM layers.

h(l)v = σ
((
h(l−1)
v ∥ h(l)N (v)

)
W (l) + b(l)

)
, (3)

where ∥ means the concatenation operator and h
(l−1)
v is the

embedding of node v at layer l − 1.
To automatically learn the weights of neighbour nodes when

aggregating messages, GAT was proposed to apply an attention
strategy to GCN. The main implementation steps of GAT are
broken down as (4)-(7), [26].

z(l−1)
v =W (l−1)h(l−1)

v , (4)

where z(l−1)
v is the linear transformation for node embedding

h
(l−1)
v and W (l−1) is the corresponding learnable node-wise

shared weight matrix.

e(l−1)
vu = LeakyReLU

(
a(l−1)T (z(l−1)

v ∥ z(l−1)
u )

)
, (5)

where e(l−1)
vu is the attention score between two nodes v and

u, activated by a LeakyReLU function; a(l−1) is a learnable
weight vector for the concatenation of z(l−1)

v and z(l−1)
u .

α(l−1)
vu =

exp(e
(l−1)
vu )∑

k∈N (v) exp(e
(l−1)
vk )

, (6)



4

where α(l−1)
vu is the normalized attention scores calculated by

applying a softmax function on the pair-wise attention scores
between node v and its neighbours.

h(l)v = σ

 ∑
u∈N (v)

α(l−1)
vu z(l−1)

u

 . (7)

Equation (7) shows the final aggregation process, where
α
(l−1)
vu works as the weight to show the importance of the

corresponding relationship between v and u.
In addition to the attention mechanisms, many other modern

deep learning techniques can also be incorporated into a GNN
module, such as batch normalization, dropout, gating and skip
connections. Our proposed MAGCN belongs to a variation of
GCN, focusing on multi-modality scenarios.

III. METHODOLOGY

To achieve better performance for co-exploitation behaviour
discovery, we propose a MAGCN module for multi-modality
vulnerability attributes embedding and a GKTL strategy for
graph knowledge transfer from a dense source graph to a
sparse target graph. The problem settings and algorithm details
are presented in this section.

A. Modality-Aware Graph Convolutional Networks

MAGCN is tailored for node embedding of monopartite
graphs with multiple-modality node features. Typical feature
modalities include visual, acoustic, textual, tabular, etc. A
schematic illustration of MAGCN is shown in Fig. 3, along
with the elaboration of our design and implementation pre-
sented in the following sections.

1) Problem Setting
Let a monopartite graph G be represented by a triplet (V ,

A, X), where V is the vertex set; A is the adjacency matrix
and X = [X1 ∥ X2 ∥ · · · ∥ Xm] is the concatenated graph
feature matrix. Xi ∈ Rni×|V| (i ∈ {1, 2, · · · ,m)} is the
feature matrix of the i-th modality; ni is the corresponding
feature dimension; |V| is the total number of nodes in V and
m is the total number of feature modalities. For an individual
node v ∈ V , the i-th modality feature vector is denoted as
x(i,v), which is the i-th vector in feature matrix Xi. Fig. 3
demonstrates a typical node v and its multi-modal features
x(1,v), x(2,v), · · · , x(m,v) in the upper left corner.

2) Modality-Aware Node Embedding
As shown in Fig. 3, the main idea of MAGCN is to set m

channels to deal with m modalities separately. For a specific
channel i ∈ {1, 2, · · · , m}, the main forward propagation
processes of layer l (l ≥ 1) include an edge-wise message
passing, a node-wise message reduction and a node-wise
embedding update.

The edge-wise message passing process for the i-th modal-
ity in layer l (l ≥ 1) can be formulated as (8)-(10), where
z
(l−1)
(i,v) is a linear transformation; W l−1

i is the node-wise shared

trainable parameters; h(l−1)
(i,v) is the i-th modality embedding of

layer l− 1 for node v, which is initialized as (9). In Equation
(10), M (l)

(i,u→v) is the massage passed from u ∈ N (v) to v

through edge u → v; ϕ(l)i is the applied message function,
which could be ‘add’, ‘sub’, ‘mul’, ‘div’, dot product or other
vector to vector operations.

z
(l−1)
(i,v) =W

(l−1)
i h

(l−1)
(i,v) , (v ∈ V). (8)

h
(0)
(i,v) = x(i,v), (i ∈ {1, 2, · · · ,m}, v ∈ V). (9)

M
(l)
(i,u→v) = ϕ

(l)
i

(
z
(l−1)
(i,v) , z

(l−1)
(i,u)

)
,

(v ∈ V, u ∈ N (v), l ≥ 1, i ∈ {1, 2, · · · ,m}).
(10)

The next is the node-wise message reduction process, for-
mulated as (11), where ρ(l)i is the applied reduce function to
aggregate all messages from N (v) into a final message M (l)

(i,v).
General reduce functions include ‘sum’, ‘max’, ‘min’, ‘mean’,
etc.

M
(l)
(i,v) = ρ

(l)
i

({
M

(l)
(i,u→v),∀u ∈ N (v)

})
, (v ∈ V). (11)

Sequentially, MAGCN will update node-wise embeddings
by aggregating M (l)

(i,v) and h(l−1)
(i,v) with an update function ψ(l)

i ,

as shown in Equation (12), where h(l)(i,v) is the embedding of
the i-th modality of node v at layer l. Θl

i is the node-wise
shared trainable parameter matrix of ψ(l)

i .

h
(l)
(i,v) = ψ

(l)
i

(
Θl

i, h
(l−1)
(i,v) ,M

(l)
(i,v)

)
, (v ∈ V). (12)

Fig. 3 demonstrates the modality-aware node embedding
process of modality 1 with blue, modality 2 with green and
modality m with orange. In the lower-left corner, taking the
modality 1 as an example, we list a legend of different symbols
and representations.

3) Modality Fusion, Module Stacking and Training
After the node-wise modality-aware embedding, we get the

node embeddings h
(l)
(i,v)(i ∈ {1, 2, · · · ,m), v ∈ V} from

all modalities, which could be used to stack more MAGCN
layers. However, when stacking with other GNN layers (i.e.,
GCN, GAT) after a MAGCN layer, we need to fuse the node
embeddings of v from all modalities using a modality fusion
function f (l), as shown in Equation (13). h(l)(v) is the fused
overall embedding and Λ(l) is the node-wise shared trainable
parameter matrix of f (l). Apart from being used to stack with
other GNN layers, the overall node embedding h(l)(v) also works
as the input of the subsequent prediction head layer to deal
with node-/edge-/graph-level tasks. The right part of Fig. 3
illustrates an example of a node-level task.

h
(l)
(v) = f (l)

(
Λ(l), {h(l)(i,v),∀i ∈ {1, 2, · · · ,m}}

)
. (13)

The node-wise learnable parameters Wil, Θl
i and Λ(l) of

the MAGCN model will be jointly trained with node-/edge-
/graph-level tasks in an end-to-end fashion. Specifically, for
node-level tasks, the prediction result could be calculated as
(14), where the operator Headnode could be a simple linear
transformation or other more complicated functions.

ŷv = Headnode

(
h(l)v

)
, (v ∈ V). (14)

For edge-level tasks, including link prediction, the pre-
diction would be made using pairs of node embeddings, as
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Fig. 3. Schematic illustration of the proposed MAGCN module.

shown in (15), where u and v are the end nodes of the edge
u→ v. Edge-level prediction head could be arbitrary function
with two vector inputs, for example, Headedge

(
h
(l)
u , h

(l)
v

)
=(

h
(l)
u

)T

h
(l)
v .

ŷuv = Headedge

(
h(l)u , h(l)v

)
, (u, v ∈ V). (15)

Similarly, a graph-level task makes predictions using all
node embeddings in a graph, as shown in (16). The simplest
way for Headgraph is pooling operations, such as ‘max’, ‘min’
and ‘mean’.

ŷG = Headgraph

({
h(l)v ,∀v ∈ V

})
(16)

Comparing the results of the prediction head layer with the
corresponding labels, a Mean Squared Error (MSE) loss func-
tion for regression tasks or a cross-entropy (CE) loss function
for classification tasks could be defined and used to train the
parameters of MAGCN model with advanced optimization
algorithms, such as Stochastic Gradient Descent (SGD) and
Adaptive Moment Estimation (Adam). The performance of a
MAGCN model can also be evaluated based on the results of
the prediction head and the corresponding labels.

To conclude, compared with other GNN modules, MAGCN
is always modality-aware in the whole massage passing, re-
duction and aggregation process. Therefore, users can flexibly
design the massage function, reduction function and update
function based on the characteristics of the modality. Further-
more, MAGCN enhances the explainability of link prediction
by improving the transparency of the intermediate embedding
results of each modality and providing the possibility of
interpreting the contribution of each modality to the final
prediction results.

B. Graph Knowledge Transfer Learning

1) Problem Setting
Inspired by the transfer learning strategy in Deep Learning

(DL), GKTL aims to improve the performance of the predic-
tive tasks on the target graph by using the knowledge learnt
from the source graph. When the target graph is incomplete
or too sparse to learn enough knowledge from itself, GKTL
provides an option to transfer graph knowledge from another
more dense and complete source graph.

The target graph is determined by the application tasks.
For example, for co-exploitation discovery, the co-exploitation
graph with ‘Vulnerability’ entities and ‘CO EXPLOITATION’
relationships is the target graph. There are some restrictions
when selecting the corresponding source graph. (1) The source
and target graphs are sub-graphs extracted from the same KG,
but the source graph is much denser than the target graph.
(2) Both the source graph and target graph are monopartite
graphs. Their entity set and the corresponding entity property
matrix are identical, but their relationship types are different.

Let the target graph be present as Gt = (V , At, X , rt),
where V and X are the entity set and its corresponding feature
matrix; At is the adjacency matrix, which is not full rank when
Gt is unconnected; rt is the relationship type. Similarly, the
source graph is represented as Gs = (V , As, X , rs), where V
and X are exactly the same with the target graphs; As is the
adjacency matrix and rs is the relationship type of Gs.

Fig. 4 shows the schematic illustration of GKTL. A source
graph and a target graph are extracted from the same knowl-
edge graph. They share the same V and X but have differ-
ent relationship types, differentiated with blue and orange.
Firstly, the source graph learns node embeddings H(s,V) with
arbitrary GNNs and a self-supervised link prediction task.
Then, the target graph transfers the learnt H(s,V) as its own
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Fig. 4. Schematic illustration of GKTL.

node embedding H(t,V), followed by node-/edge-/graph-level
prediction tasks. The detailed implementation is presented in
the following subsections.

2) Source Graph: Self-supervised Node Embedding
Both topological and non-topological knowledge of the

entity set V could be learnt from the source graph. The
source graph learns node embedding with a self-supervised
link prediction task to ensure no additional information is
needed except the source graph itself. Concretely, for Gs =
(V , As, X , rs), we input the graph into a GNN-based model
(GNNs), followed by an edge-level link-prediction head to
learn the node embedding of the graph. The GNNs consist
of one or more GNN layers, such as GCN, GraphSAGE, GAT
and MAGCN. The output node embeddings of V could be
expressed as (17).

H(s,V) = fGNNs (As, X,P) (17)

where fGNNs represents the forward propagation mapping
function of the applied GNNs, P is the involved trainable
parameters.

For ∀ v ∈ V , its node embedding h(s,v) could be found in
H(s,V) with its index in V . Correspondingly, the link prediction
result of edge u→ v with nodes u and v is shown as (18).

ŷ(s,uv) = Headedge
(
h(s,u), h(s,v)

)
, (u, v ∈ V), (18)

where Headedge could be any edge mapping function.
To train the parameters P of GNNs, the self-supervised node

embedding process is implemented as follows. We randomly
split all the edges in the source graph into a training set and a
validation set as positive samples (y(s,uv)=1). Then randomly
sample some non-existing edges in the source graph as the
corresponding negative samples (y(s,uv)=0). Finally, the CE
loss function is applied to train the GNNs parameters P on the
training set, and the hyper-parameters of GNNs are optimized
on the validation set.

3) Target Graph: Graph Knowledge Transfer Learning
The target graph transfers the graph knowledge learnt from

the source graph as its node embeddings directly, as shown in
(19).

H(t,V) = H(s,V) (19)

where H(s,V) is the node embedding matrix of V learnt from
source graph. The logic behind equation (19) is that the node
set V in the target graph is exactly the same as the source

Fig. 5. Visualized schema of the cybersecurity knowledge graph.

graph. The node set V of both the source graph and the target
graph comes from the same KG and presents the same group of
entities in a physical world. Therefore, the entity embeddings
are transferable between the source and target graphs.

GKTL can tackle the sparsity problem of the target graph
by learning graph knowledge from a much dense source graph.
The time difference problem can be eliminated by deliberately
selecting the source graph.

IV. EXPERIMENTS: CO-EXPLOITATION BEHAVIOUR
DISCOVERY

We construct a real-world vulnerability knowledge graph
to evaluate the effectiveness of the proposed MAGCN and
GKTL algorithms. This section firstly introduces the involved
dataset and experimental setting, and then verifies MAGCN
and GKTL in sequence.

A. Dataset Introduction
We built a KG using vulnerabilities and exploits information

between 1995 to 2021 collected from CVE Details1, National
Vulnerability Database (NVD)2 and the exploit database3.
Fig. 5 shows the visualized schema of this KG. The KG is
implemented in Neo4j 4 graph database platform. Python is
the main programming language, and Cypher is also used to
manipulate KG. We adopt ‘py2neo’ 5 to connect the Neo4j
graph database with Python applications.

For each ‘Vulnerability’ entity, two modality features are
involved. One is the textual modality, which contains the
description of a vulnerability given by cyber-experts when
published. Following the same preprocessing process of [9],
[10], we apply a pre-trained BERT model to embed the tex-
tual modality into a 768-dimensional feature then reduce the
dimension to 20 with principal component analysis. Another
is the tabular modality, consisting of 8 numerical features, 10
boolean features and 16 category features.

For co-exploitation behaviour discovery, the co-exploitation
subgraph is the target graph. We randomly add some iso-
lated ‘Vulnerability’ nodes into the target graph to simulate
the real-world situation more realistically. Following the two
restrictions listed in Section III-B1, we set the much dense co-
affect subgraph as the source graph. Table I shows the basic
statistical information of the original knowledge graph and
extracted subgraphs.

1https://www.cvedetails.com/
2https://nvd.nist.gov/
3https://www.exploit-db.com/
4https://neo4j.com/
5https://py2neo.org/2021.1/
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TABLE I
BASIC STATISTICAL INFORMATION OF THE DATASET

Stats. Original knowledge graph Source graph Target graph
Entity types ‘Exploit’, ‘Vulnerablity’, ‘Product’, ‘Vendor’ ‘Vulnerablity’ ‘Vulnerablity’

Relationship types ‘EXPLOITS’, ‘AFFECTS’, ‘BELONGS TO’,
‘CO EXPLOITATION’,‘CO AFFECT’ ‘CO AFFECT’ ‘CO EXPLOITATION’

No. of nodes 256,971 6,090 6,090
No. of edges 288,956 30,416 6,880
No. of isolated nodes 0 712 1,833
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Fig. 6. The annual distribution of number of co-exploitation behaviours

information are disclosed chronologically. To avoid infor-
mation leakage caused by using future co-exploitation events
to deduce past events, we split the edges in the target graph by
the co-exploitation time. Fig. 6 shows the yearly distribution of
the number of co-exploitation events. Accordingly, we set co-
exploitation behaviour before 2015 as the positive samples in
the training set, which contains 5349 ‘CO EXPLOITATION’
edges in total. The rest 1531 co-exploitation events that hap-
pened in 2015 or later are included in the test set as the positive
samples. Negative samples are randomly sampled from the
entities set. For the source graph splitting, the guideline is to
make sure the ‘Vulnerability’ entity set is always the same as
the target graph.

B. Co-exploitation Discovery Performance

To verify co-exploitation discovery performance when ap-
plying MAGCN and GKTL, we first train the source graph via
the ‘CO AFFECT’ edge prediction task to get the embeddings
of the entire ‘Vulnerability’ entity set. The parameters of
adopted GNNs in the source graph are learnt from the source
graph training set. Since the ‘CO AFFECT’ edge information
is available once the corresponding ‘Vulnerability’ entity is
added in the cybersecurity KG, the learnt GNNs can be
generalized to the entire ‘Vulnerability’ entity set of the source
graph. Therefore, the entire ‘Vulnerability’ entity embeddings
H(s,V) could be calculated with Equation (17). Then, take
H(s,V) as the node embeddings of the target graph H(t,V)

and add a binary classifier as the prediction head to predict
the edge-level co-exploitation discovery task, as formulated in
Equation (18).

To demonstrate the performance of the proposed MAGCN
module, we separately apply MAGCN, GCN [24], Graph-
SAGE [25], EdgeGCN [27] and GINGCN [28] as the GNNs
layer adopted in the source graph self-supervised node embed-

TABLE II
CO-EXPLOITATION DISCOVERY PERFORMANCE

Classifier GNNs Acc(%) Pre(%) Recall (%) F1(%) ∆F1
MLP MAGCN 81.58 83.32 81.58 81.34
MLP GCN 79.07 79.67 79.07 78.96 ↑3.01%
MLP GraphSAGE 79.95 81.98 79.95 79.62 ↑2.16%
MLP EdgeGCN 78.31 80.26 78.31 77.96 ↑4.34%
MLP GINGCN 80.60 80.95 80.60 80.55 ↑0.98%
RF MAGCN 80.05 83.65 80.05 79.50
RF GCN 77.43 80.47 77.43 76.86 ↑3.44%
RF GraphSAGE 76.42 80.37 76.42 75.63 ↑5.12%
RF EdgeGCN 78.31 81.58 78.31 77.74 ↑2.26%
RF GINGCN 79.23 81.08 79.23 78.91 ↑0.75%
SVM MAGCN 78.22 78.22 78.22 78.22
SVM GCN 73.12 73.24 73.12 73.09 ↑7.02%
SVM GraphSAGE 75.83 76.39 75.83 75.71 ↑3.32%
SVM EdgeGCN 68.35 69.36 68.35 67.94 ↑15.13%
SVM GINGCN 73.87 73.91 73.87 73.86 ↑5.90%
LR MAGCN 77.56 78.72 77.56 77.34
LR GCN 65.35 66.11 65.35 64.93 ↑19.13%
LR GraphSAGE 73.97 76.20 73.97 73.40 ↑5.37%
LR EdgeGCN 68.81 70.50 68.81 68.16 ↑13.47%
LR GINGCN 72.24 73.59 72.24 71.84 ↑7.66%

ding process. Pytorch and Deel Graph Library (DGL) 6 are
used for implementation. In the process of graph knowledge
transfer learning, we apply four widely used classifiers as
the edge-level prediction head, namely, multilayer perceptron
(MLP), random forest (RF), Support Vector Machine (SVM)
and logistic regression (LR). These classifiers are implemented
with the sklearn library. In this paper, a 2-layer MAGCN is
adopted, within which ‘max’ and ‘mean’ are adopted massage
functions; ‘e mul u’ and ‘u sub v’ are adopted reduction
functions; concatenation function is adopted as the reduce
function and fusion function.

Table II shows the final co-exploitation discovery results
on the test set of the target graph. We take F1 score to reflect
performance on both positive and negative samples. To further
quantify the performance improvement of Algorithm 1 relative
to Algorithm 2 on F1 score, we define a ∆F1 as Equation (20).

∆F1 =
F1Algorithm1 − F1Algorithm2

F1Algorithm2
× 100% (20)

Table II shows the proposed MAGCN achieves the best
F1 score with all classifiers. The last column, ∆F1 shows
the percentage improvement of MAGCN on the F1 score
compared with other GNN modules, ranging from 0.98% to
19.13%.

6https://www.dgl.ai/
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TABLE III
GKTL INFLUENCE ON CO-EXPLOITATION DISCOVERY PERFORMANCE

GKTL GNNs Acc(%) Pre(%) Recall (%) F1(%) ∆F1
N MAGCN 75.44 79.34 75.44 74.60
Y MAGCN 81.58 83.32 81.58 81.34 ↑9.03%
N GCN 59.01 59.34 59.01 58.65
Y GCN 79.07 79.67 79.07 78.96 ↑34.62%
N GraphSAGE 50.65 65.79 50.65 35.10
Y GraphSAGE 79.95 81.98 79.95 79.62 ↑126.84%
N EdgeGCN 70.87 72.58 70.87 70.30
Y EdgeGCN 78.31 80.26 78.31 77.96 ↑10.90%
N GINGCN 65.97 68.40 65.97 64.81
Y GINGCN 80.60 80.95 80.60 80.55 ↑24.29%

C. GKTL Performance Analysis

Table III shows the performance comparison with or without
GKTL as indicated by the first column. When GKTL is not
applied, the ‘Vulnerability’ entity embedding matrix H(t,V)

is learnt from the sparse target graph itself. The edge-level
prediction head used in Table III is MLP. The last column,
∆F1 shows the percentage improvement on the F1 score
when applying GKTL. Table III shows GKTL is effective for
all GNN modules. Furthermore, when without applying the
GKTL strategy, MAGCN also achieves the best F1 score at
74.60% compared with other GNN modules.

D. Discussion

We briefly discuss how the proposed MAGCN and GKTL
tackle the challenges mentioned in Section I.

(i) MAGCN is proposed to solve the multi-modality prob-
lem. Table II shows MAGCN is superior to other GNN
modules. The fundamental reason is that other GNN modules
concatenate different modalities before inputting them to the
GNN model and treat the concatenated features as the same
modality. However, MAGCN inputs different modalities into
different channels and, therefore, can flexibly choose the most
suitable massage function, reduce function and update function
for each modality. Consequently, one limitation of MAGCN is
the extra work on selecting those essential functions. General
practice is to treat these functions as hyperparameters, select-
ing them based on expert experience, conventional practice or
hyperparameter optimization algorithms, such as grid search
and random search.

(ii) GKTL is proposed to solve the graph sparsity problem.
The prediction task-related target graphs are usually relatively
sparse because of their incompleteness and unavailability.
However, we can learn from other denser source graphs as
long as the source and target graphs share the same entity
set. As shown in Table I, it is evident that the source graph
(with 30,416 edges and 712 isolated nodes) is about 4.42 times
denser than the target graph (with 6,880 edges and 1,833
isolated nodes). It’s straightforward that more knowledge
could be learnt from more dense graphs. Therefore, GKTL
can improve the performance of the target graph, no matter
what kind of GNN module is applied.

(iii) GKTL can also tackle the time difference problem
by extracting the information with the same available time
into the same sub-graph. For example, the ‘AFFECTS’ and

‘CO AFFECT’ information is available when a vulnerabil-
ity is officially published. However, the ‘EXPLOITS’ and
‘CO EXPLOITATION’ information may be known several
months or years later after a vulnerability is published. There-
fore, a time difference exists between the co-affect information
and the co-exploitation information for the same vulnerability.
GKTL avoids dealing with the graphs existing time differences
by extracting and learning from time-consistent sub-graphs.

V. CONCLUSION

Accurate and timely co-exploitation discovery is of im-
portance for cybersecurity experts to effectively identify and
remediate sophisticated cyber attacks with chained vulnerabil-
ities. This paper formulates the co-exploitation discovery as
a link prediction problem in KG. To solve the existing chal-
lenges and boost the performance of co-exploitation discovery,
this paper proposed a general MAGCN module for graph
node embedding and representation and a GKTL strategy
for graph knowledge transfer learning. The effectiveness of
MAGCN and GKTL are verified on a real-world cybersecurity
knowledge graph.

In future, we will explore the online learning version of
MAGCN and GKTL to adapt to the real-world situation.
Besides, we will verify the effectiveness of MAGCN and
GKTL on more application scenarios.
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